How Renal PatientView meets Caldicott and data Requirements


Joining Renal PatientView 
Information for Caldicott Guardians and data protection officers
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Welcome to Renal PatientView

Renal PatientView is a project of RIXG a UK group representing renal patients and the renal team.
it aims to provide online information about renal patiens' diagnosis, treatment, and their latest test
results. Patients can share this information with anyone they want, and view it from anywhere in
the worig.

PatientView s only avallable from some UK renal units, and for patients who have chosen to
participate. Here s a list of units involved so far. The information comes directly from existing
databases within units, 5o if you suspect a mistake, you should check with your own unit. Links are
provided after you log n.

You can view our information links without logging n.

You can view a demo as if you were a patient

RPV blog - News and
m

Hep B.C, HIV, MRSA?




Background

PatientView is an initiative of the Renal Information Exchange Group (RIXG), a group representing Renal professional and patient associations interested in healthcare information.  In 2004 RIXG secured funding from the Departments of Health of England, Scotland and Wales to trial a service for renal patients and their GPs to access their electronic patient records, with linked explanatory information.  This funding was linked to the implementation of an action relating to care planning in the Renal National Service Framework Information Strategy published in 2004.  Following the success of the pilot project in 4 units (Leeds, Birmingham Heartlands, Glasgow Royal and Cardiff), in mid 2005 it was decided to extend the project more widely, and it is now offered by the majority of UK Renal Units.  [Insert name of Unit] is now seeking to join those offering this service to its patients.  

Further information about the project is available at www.renal.org/rpv.  Resources for local units joining RPV are listed and many can be downloaded from the foot of the same page.  You may find further news posted at http://renalpatientview.blogspot.com
How the Caldicott Guardian requirements are met

Renal PatientView introduces a new information flow that contains patient identifiable information: from the local Renal Services Directorate clinical information system to the website www.renalpatientview.org so that patients can access relevant and appropriate elements of their patient record.  

In the following pages we have outlined how this new information flow will be kept both confidential and secure.  

We consider that these protocols are in keeping with national guidance, policy and law.  Integral to our approach is the explicit informed consent of the patients involved.  For information, the patient consent briefing and consent form should be sent with this document (or can be downloaded from www.renal.org/rpv).  

How the data protection requirements are met

Following are statements of how the Renal PatientView service meets the requirements of the Data Protection Act.  

	Fairly and lawfully processed
	Subjects will give explicit consent in the manner agreed 

	Processed for limited purposes
	The purposes are clearly defined in the consent form signed by patients

	Adequate, relevant and not excessive
	Only a selected, relevant dataset will be downloaded from the comprehensive clinical database kept in the renal unit

	Accurate
	Data is derived from the existing clinical information system which has ongoing policies for data quality assurance.  Patients are able to report errors back to their renal unit.  

	Kept no longer than necessary
	The longitudinal patient record will be held on the website accessed by the patient for their use only.  If the patient wishes no longer to use the PatientView service then there patient record will be deleted from the website within 24 hours of the local renal system administrator setting the data extract field to ‘remove’.

	Processed in accordance with the data subjects rights
	Subjects will give explicit consent, as agreed with the Caldicott Guardian.  The purpose for processing is for the patient to have access to their record

	Secure
	Security features are provided below.

	Not transferred to countries without adequate protection
	Registered users may view the selected data which they have permission to see from anywhere with internet access.  Otherwise data will not be exported without additional consent from patients.


Justification and configuration 

Requirement

A necessary feature of the Service is that patients are able to access their records outside of hospital or other NHS sites. Consequently, the solution when implemented involves sending extracts of information from the patient records of enrolled patients on at least a daily basis (rolling last 10 items from a changed record, or any new items if identifiable) from a clinical information system resident in the Hospital Trust.  This data is sent, again on at least a daily basis, to a server hosted by a commercial Internet Service Provider.  This data is then processed and made available through www.renalpatientview.org  
Security Features

The security precautions we have taken we believe are consistent with current policy.  We originally consulted with the Security team at the NHSIA and with representatives of national authorities in Scotland and Wales.  Since then we have taken note of further developments in data security standards in the NHS and more widely, and continue to keep this under regular review.  The security features implemented in the solution are detailed below.  

The key features are:

· Only registered users have access.  Access for individual users is restricted to their data

· Data security policy is designed to ISO/IEC 27001/27002 (BS7799) standards
· The website data and applications are in a secure physical location with limited access

· Software, hardware and firewall controls used are catalogued to appropriate NHS standards

· All data transferred across networks is encrypted using a minimum of 256-bit encryption

· Security risks will be analyzed and reviewed, and any appropriate additional measures identified and implemented

· Security will be monitored and audited 

Physical Security

The server is located at the Interxion data center in East London. More information can be found at: http://www.interxion.com/Data-Centres/Facilities/
The facility is state of the art with N+1 redundancy throughout, 24x7x365 security, climate protection and fire protection and water detection.

Within Hospital Trusts, the application server for the Renal Services Directorate and the PC used for encrypting patient data (if separate) is within the control of Trust IT staff.

Transport Security

Data is encrypted using PGP® solutions built on the recognized OpenPGP (RFC 2440 & 3156) standard.  A timed routine extracts data from the Renal application server.  The same server or a separate PC with the Renal Services Directorate (‘gateway PC’) encrypts the data.  This is then be sent using sFTP to the IP address of the commercially hosted website.  The data is then decrypted on the root server and the website database populated.

Application Security

Once explicit patient consent has been given, a field is set on the Renal IT system to ‘include’ (‘remove’ and ‘suspend’ are other options).  The demographic data for the patient must include NHS/CHI Number.  The system administrator then creates a login for the patient.  This username and password is given to the patient or sent to their registered address.

The patient subsequently uses the username and password but must change the password on first use so that it is not known to members of staff on the unit.  The patient only sees his/her data.

If the patient subsequently decides to no longer use the website or suspend their use of the website, then a local system administrator sets the field to ‘remove’ or ‘suspend’.  In the case of remove, the patient data is deleted from the website at the time of the next data upload.  In the case of suspend, no new data is sent to the website.  In both cases, the system administrator disables the login and password on behalf of the patient.

The developer of the software, Worth Solutions Ltd., is the system administrator for the website and has root server permissions.  Worth Solutions is subject to a Service Level Agreement with the Renal Association.  Any additional contractors are subject to the same agreement.  The Renal Association in turn has a Service Level Agreement with the Department of Health (England).  RIXG is registered under the Data Protection Act as the data controller.

The application security features applied to the website:

· SSL implemented

· IP tables firewall implemented

· Unnecessary services shutdown

· Inward messages via sFTP

· Software tools updated to include latest patches: pertinent software includes httpd, Tomcat, openssh, openssl, mysql, Java.  

Penetration Testing

Security testing is undertaken by an independent external penetration testing company. Repeat testing is undertaken periodically, and after every major software upgrade.  A copy of the most recent security report is available on request; please contact us if you have any questions.  

Port Request data

Outgoing files from Hospital Trusts are sent via sFTP (port 22) to IP 85.118.234.56.  Each renal unit has a unique sFTP login.  
Further information

The Renal PatientView project was established a working group under the auspices of RIXG, the Renal Information Exchange Group, but in 2009 formal governance responsibilities were transferred from RIXG to the UK Renal Association, www.renal.org.  A governing committee, currently chaired by Prof Neil Turner, with representation from different renal groups, meets regularly.  
Please send questions about technical or other aspects of the project to Neil Turner.  


neil.turner@ed.ac.uk


0131 242 9167

Further information and contact details are available from www.renal.org/rpv
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